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ABSTRACT: The adoption of cloud storage services can help customers manage their data more effectively.
However, it raises a slew of security issues, one of which being data integrity. Existing public verification schemes are
vulnerable to procrastinating auditors who may not complete verifications on time, as well as malicious auditors who
may not have a good work ethic and misuse the information, whereas public verification techniques allow a user to hire
a third-party auditor to verify the data integrity on their behalf. Furthermore, because the majority of public verification
methods are built on the public key infrastructure (PKI), they face certificate management issues. In this work, we use
blockchain technology to provide a certificateless public verification mechanism against malicious auditors
(CPVMA).The main concept is to make auditors record each verification result as a blockchain transaction. Because
blockchain transactions are time-sensitive, the verification can be time-stamped once the transaction is registered in the
blockchain, allowing users to verify that auditors complete the verifications on time. Furthermore, CPVMA is based on
certificateless cryptography, which eliminates the need for certificate management. We give extensive security proofs
to validate CPVMA's security, as well as a detailed performance study to illustrate its efficacy.

I. INTRODUCTION

Due to on-demand provisioning and pay-per-use pricing, an increasing number of enterprises are outsourcing
their data, apps, and business processes to the cloud, allowing them to obtain financial and technological benefits.
However, enterprises are still cautious to utilize cloud services due to concerns about provided cloud services' security,
privacy, and reliability, as well as doubts about their cloud service provider's trustworthiness. Cloud service
certifications (CSC) are an effective way to solve these problems by generating confidence and boosting the market's
openness. Certifications for cloud services aim to ensure a high level of security and compliance. However, because
cloud services operate in a constantly changing environment, multi-year validity periods may cast doubt on the
legitimacy of such certifications.We claim that continuous auditing (CA) of specified certification criteria is necessary
to ensure consistently reliable and secure cloud services and, as a result, boost certification credibility. The CA of cloud
services is still in its early stages, and we've discovered that the majority of existing approaches aren't suitable for third-
party audits. As a result, we suggest a conceptual CA design, emphasizing key components and procedures that must be
executed.

II. LITERATURE SURVEY

Kan Yang, “An Efficient and Secure Dynamic Auditing Protocol for Data Storage in Cloud Computing”, 2012. An
efficient and secure dynamic auditing protocol is desired to convince data owners that the data are correctly stored in
the cloud. Data loss could happen in any infrastructure, no matter what high degree of reliable measures cloud service
providers would take.

Satoshi Nakamoto,“Bitcoin: A peer-to-peer electronic cash system", 2008. Blockchain is a secure, verifiable and
tamper-proof distributed ledger for supporting digital asset transactions This Scheme provides a proof of security.The
network itself requires minimal structure.The longest chain not only serves as proof of the sequence of events
witnessed, but proof that it came from the largest pool of CPU power.
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Florian Tschorsch, Bjorn Scheuermann, “Bitcoin and Beyond: A Technical Survey on Decentralized Digital
Currencies”, 2013. We deduce the fundamental structures and insights at the core of the Bitcoin protocol and its
applications.Digital money is an exception from this rule. It ignores the propagation delays in distributed systems and
leads to temporary inconsistencies.

John Bethencourt, Amit Sahai, “Cipher text-Policy Attribute-Based Encryption”, 2008.The cipher text policy attribute-
based encryption method allows enforcing such policies to employ a trusted server to store the data and mediate access
control.By using these techniques, encrypted data can be kept confidential even if the storage server is untrusted;
moreover, our methods are secure against collusion attacks

Cong Wang, Sherman S.-M. Chow, Qian Wang, KuiRen, Wenjing Lou, “Privacy-Preserving Public Auditing for
Secure Cloud Storage”, 2016. Users can remotely store their data and enjoy the on-demand high quality applications.It
does not immediately offer any guarantee on data integrity and availability.

Jianbing Ni, Kuan Zhang, Yong Yu, Xiaodong Lin, Xuemin (Sherman) Shen, “Providing Task Allocation and Secure
Deduplication for Mobile Crowdsensing via Fog Computing”, 2017. A fog-assisted secure data deduplication scheme
(Fo-SDD) is introduced to improve communication efficiency while guaranteeing data confidentiality.The main
challenge is to find proper mobile users for sensing tasks to achieve efficient and scalable data collection

Frederik Armknecht, Jens-Matthias Bohli, Ghassan O. Karame, Zongren Liu, Christian A. Reuter, “Outsourced Proofs
of Retrievability”, 2014. Minimizes user effort, incurs negligible overhead on the auditor (compared to the SW
scheme), and considerably improves over existing publicly verifiable POR.OPOR is technically and economically
viable.

Dr. Gavin Wood, “Ethereum: A Secure DecentralisedGeneralised Transaction Ledger EIP-150 Revision”, 2013. It aims
to provide to the end-developer a tightly integrated end-to-end system for building software on a hitherto unexplored
compute paradigm in the mainstream.

ITII. PROPOSED SYSTEM
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Server Configuration

Admin configure Multi-Cloud server setup. Server IP Address and Port number is given by the admin for each
Cloud. Now a Server Architecture is created for Multi-Cloud Storage. If the admin has to reconfigure the old Multi-
Cloud server setup, it can be done. For old server setup, FAT file can be modified or remain same. Audit time will be
set by the admin for Data Integrity checking process.

Data Upload and Block Split

User has an initial level Registration Process at the web end. The users provide their own personal information
for this process. The server in turn stores the information in its database. After Registration, user can upload files to the
server. Uploaded files will be stored in a Server. When the user upload the data to different cloud by the time it is
splitted into different blocks using dynamic block generation Algorithm and each block will be appended with
Signatures before storing the data in FATFS. Signature generated using MD5 Algorithm. Also, the data gets encoded
using for Base64 Algorithm.

Data Integrity Checking and Updating Details in Blockchain
FATEFS has proper Indexing and Metadata’s for the different Chunks of the Data that is being uploaded by

User. Verifier performs Remote Integrity Checking on Cloud Data. Cloud allocates random combination of all the
blocks to the Verifier, instead of the whole file is retrieved during integrity checking. This is to protect user privacy
from a third party (Verifier). Verifiable Data Integrity Checking Algorithm is done in two steps: Block Checking and
File Checking. In Block Checking step: Three signatures are generated for Block level Checking.

e A signature of a block retrieved from a FATFS.

e A new signature is generated for block to be checked.

e A Signature is retrieved from the block appended with the signature which is stored in the Cloud.
The above three signatures are cross checked for Block level Integrity Checking. And the block contents are appended
to verify with File level Integrity Checking. And update each and every auditing details in blockchain.

File Recovery and Certificate Generation

Attacker can corrupt data in any one of the cloud servers. On Data Integrity Checking done by the Verifier,
Verifier informs Corrupted blocks to the Cloud. Recovery Process will be done by the verifier automatically when data
gets corrupted. User can complaint to the Cloud if the user file gets corrupted (Verifier doesn’t perform checking on
this file). Whenever user access file, Blocks will be reallocated dynamically to provide access confidentiality in cloud
and FAT File System will get updated. Auditor will monitor the cloud continuously and they provide the certificate
based on the cloud performance,when new user joins in the cloud they will read the certificate and then they can create
an account in the cloud.

IV. RESULT

In this paper, we have proposed a certificate-less public verification scheme against the procrastinating and
malicious auditor, namely CPVMA. CPVMA utilizes the on-chain 54 currencies, where each verification performed by
the auditor is integrated into a transaction on the blockchain of on-chain currencies. Furthermore, CPVMA is free from
the certificate management problem. The security analysis demonstrates that CPVMA provides the strongest security
guarantee compared with existing schemes. We have also conducted a comprehensive performance analysis, which
demonstrates that CPVMA has constant communication overhead and is efficient in terms of computation overhead.

V. CONCLUSION AND FUTURE SCOPE

In this study, we offer CPVMA, a certificateless public verification approach that protects against procrastinating and
malevolent auditors. Each verification done by the auditor is integrated into a transaction on the blockchain of on-chain
currencies, according to the CPVMA. Furthermore, the certificate management issue is not an issue with CPVMA. In
comparison to other schemes, the security study shows that CPVMA provides the strongest security assurance. We've
also included a detailed performance analysis, which shows that CPVMA has a low communication overhead and is
cost-effective in terms of computing.

For the future work, we will research ways to build CPVMA on different blockchain systems in the future. Because the
fundamental disadvantage of proofs of work is their high energy consumption, building CPVMA atop alternative
blockchain systems (for example, proofs-of-stake-based blockchain systems) might save energy. However, to obtain
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the same level of protection while maintaining high efficiency, a complex design is required. This is still an open
research question that needs to be investigated further. We'll also look into how blockchains can be used to improve the
security, performance, and functionality of cloud storage services. We will investigate the integration of blockchain
into existing schemes, which should have a significant impact on outsourced data processing, as outsourced data
processing (e.g., outsourced computation and searching through encrypted data) has played an essential part in the
contemporary information era.
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