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ABSTRACT: In recent years, block chain has received increasing attention and numerous applications have emerged
from this technology. In our Project uses the decentralized Block chain technology approach to ensure that consumers
do not fully rely on the merchants to determine if products are genuine. We describe a decentralized Block chain
system with products anti-counterfeiting, in that way manufacturers can use this system to provide genuine products
without having to manage direct-operated stores, which can significantly reduce the cost of product quality assurance.
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I. INTRODUCTION

There are many fake products exist in supply chain and to ensure genuineness of products system is needed.
To check genuineness of product Ownership history of the product need to be maintain. IPFS(Inter Planetary File
System) is useful to maintain ownership of products. IPFS is peer to peer distributed file system it stores huge volume
of data in either object or block or in the file form, it is similar to the Blockchain protocol. Also it is better than http as
http downloads file from single device and with help of IPFS network it is possible to distribute huge volume of data
efficiently. One more important feature of IPFS is that it doesn’t allow duplication. Once the product is stored on
network hash code is generated of that product and it is possible to maintain all transaction history of the product and
its current owner as chain will be generated for that product transactions. In proposed system we are assigning a QR
code to a particular product and end customer can scan that QR code to get all information about that product.

II. LITERATURE SURVEY

A Survey of Counterfeit Product Detection by Prabhu Shankar, R. Jayavadivel. Counterfeit products are growing
exponentially with the enormous amount of online and black-market. So, there is a strong need to address the
challenges of detecting counterfeit products and designing appropriate technology to improve detection accuracy. This
is one of the active research areas to be explored in the current world. This paper discusses various techniques for
identifying counterfeit products.

Smart Tags for Brand protection and anti-counterfeiting in the wine industry by steven, Marko. This paper
describes a brand protection and anticounterfeiting solution for the wine industry based on smart tags and Cloudenabled
technologies. The main idea behind smart tags is to utilize quick response codes and functional inks supported by the
Cloud system and two-way communication between the winemaker and end-user.

A Blockchain-based Supply Chain Quality Management Framework by Si Chen, Rui Shi. In this paper, we
propose a blockchain-based framework. This framework will provide a theoretical basis for intelligent quality
management of the supply chain based on blockchain technology. Furthermore, it provides a foundation to develop
theories about information resource management in distributed, virtual organizations.

III. EXISTING SYSTEM
Existing system have use the current tracking system for Product delivery. In this method the admin can take

all the control, so they can modify the data and also we need go for the third party for trust and making a security. This
system has a lot possibility to change the real product when it’s going to customer.
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DISADVANTAGE:
¢ This system based on centralised system.
¢ It has a less security
¢ Data base handler can change the data

IV. PROPOSED SYSTEM

Based on existing problems we propose the emerging technology is block chain. In our system has enable the
communication between the customer and all other departments. Will make for this trusted system we generate the
script Block chain. Also introduced the Decentralised application for making user friendly GUI for the customer to see
their details.

ADVANTAGE:
¢ Improve the security
¢ Make a trusted chain for privacy

Modules:
1. User Interface
2. Database
3. Authentication Module
4,

Block chain creating and mining

Block chain creating and mining:
On startup, create the genesis block then server initiates creation of newblock and send the required data
Create a new block with the scan data. Mine the block.

User Interface:
The Block chain transactions and blocks can be visualized in a userinterface. Creating web interface for scanning and
transactions history on user interface.

Database:
For storing the meta details about the products we can use the SQL data base. Scans QR Code encoded data within
them, which point to theproduct.

Authentication Module:

Allow addition of new products and items. Creates Unique QR Code for each item. Every time the code is scanned.
Trigger New Scan and save details in MYSQL Database. Trigger a creation of new transaction in Block chain. After a
while Trigger a mining action to Block chain. Block chain mines recent transactions into a new Block.
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V. CONCLUSION

With this system, the products journey from manufacturing to customer can be recorded, and the customer is
assured that the scans weren’t ‘t faked. Manufacture is able to prove their product is authentic and is also able to track
their product ‘s pathway. The setup is easy to implement and requires less operation cost.
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