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ABSTRACT: The term Software-Defined Network (SDN) is a network model that enables the detection of fraudulent 

traffic and the detection of unique potential failures. It is also the land of various security threats that lead to complete 

disruption of this network. To mitigate such attacks, this article relies on machine learning techniques to facilitate rapid 

detection of these attacks and reviews methods of detecting DDoS attacks and selects the most accurate for 

classification of this type in SDN, and shows results. It has been determined that the proposed system gives better 

results in detecting DDOS attacks in SDN networks and the accuracy of the decision tree (DT) algorithm is 99.90%. 
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I. INTRODUCTION 

 
Software Defined Networking (SDN) defines software by separating the control level from the data level SDN 

networking is a model [1] that helps to solve traditional network design's limitations. It has three main levels: private 

level, data plane device, control level, and application level. The data plane carries traffic on the network according to 

the controller's preferences. To determine the flow, it calculates the control plane routing table [2]. SDN networks, 

along with other application processes such as load balancing, firewalls, and quality services [3], help improve the 
performance of the control room and their effectiveness in the network from the separation of the message generator 

[4]. A management application running with a management policy will manage multiple routers in the network [5]. 

Applications can only access processed network data over SDN. Load balancing and intrusion detection are easier 

when multiple applications are integrated [6]. When an error is detected, the application tells the controller to re-enter 

flight data [7]. These network devices have special open interfaces controlled by software to control and control the 

data flow between routers scattered in the network [8]. 
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Multiple devices can be reconfigured simultaneously in an SDN architecture. Configuration of network devices is done 

in this layer using the application process [9]. 

 

II. RELATED WORK 

 
The control plane of the DDoS-SDN architecture. DDoS attacks have a significant impact on SDN uptime. DDoS 

attacks have the greatest impact on SDN controllers as they are the most vulnerable. When it comes to SDN, there is 

only one thing that doesn't work: central control. Flight data and flight control use a secure southbound connection to 

exchange messages. Even a small amount of channel congestion can cause significant network delays. Mel et al. [11] 

In a tree-network architecture, they use a mini-network emulator to perform a DDoS attack on the controller. Using 

Support Vector Machines (SVM), a machine learning technique, they identified DDoS attacks by running the flow on 

switches and evaluated the physical attack patterns of DDoS attacks when detected. Using our detection tools, we were 

able to reduce the impact of DDoS attacks on Ryu controllers by 36%.Rahman et al. [12] detected and blocked DDoS 
attacks on SDN networks using various machine learning algorithms, including J48, RF, SVM, and K-NN. The 

models learned and selected during the evaluation are planned to be the best for the network, relying on all scripts that 

help reduce, prevent, and mitigate attacks and their impact on SDN networks. The findings show that J48 outperforms 

other algorithms, especially in terms of the time required for training and test cases. Sun et al. [13] proposed a method 

for SDN controllers to detect DDoS attacks in real-time. Entropy is first used after suspicious notifications are given, 

and DDoS attack features in the SDN environment are learned and important features related to attacks are extracted. 

Retrieves the stream input for the open stream switch. Distribute traffic in real-time to detect DDoS attacks using the 

ANN method called BILSTM-RNN. Compared to other methods, this method can better detect DDoS attacks and 

reduce controller load in the SDN environment.    Dehkordi et al. [14] proposed a unique method to detect DDoS 

attacks on SDN. The three-person summation system is entropy-based and distribution-based. The outputs of UNB- 

ISCX and ISOT data show that the proposed method is competitive in detecting DDoS threats. 

 
Chen et al. [15] presented machine learning-based multi-layer IoT DDoS attack detection, including IoT devices, 

gateways, SDN switches, and cloud servers. As a first step, they installed eight smart cameras at the school that 

collects data from every frame via a wired or wireless network. Then they delete the signature as a kind of DDoS 

attack. In our tests, the system can be used to detect DDoS attacks. Additionally, the SDN checker can block malicious 

devices by using the blacklist of IoT DDoS attacks to detect the system. Sen et al. [16] Ada Boosting is used as a 

base classifier with decision logs of a private network dataset in an SDN environment. The model offers an accuracy 

of 93% and a low negative value. They share their findings after evaluating the performance of the model and 

comparing it to several machine learnings. path. Tan et al [17] SDN DDoS environments use this technique for 

detection and attack. First, they use data plane detection of DDoS events to monitor the network for unexpected traffic.  

They identify traffic anomalies based on detection using machine learning based on K-Means and K-Nearest Neighbor 

(KNN) algorithms and rely on the rate-asymmetric nature of traffic. Finally, the controller will respond to the attack 
using appropriate countermeasures. The new control plane and data plane collaboration detection technology systems 

successfully increase detection accuracy and efficiency while protecting against SDN threats. Ahmed et al. [18] SDN 

DoS and DDoS attacks can be mitigated using machine learning. Relying on security detection based on machine 

learning algorithms has a significant impact on the future of communications, and this process is judged by the extent 

to which controllers and DDOS are affected. The accuracy of DVM was determined as 97.5%. The presentation is as 

follows: 1. Introduction, 2. Plan, 3. Methods, 4. Results and discussion, 5.In conclusion 

 
III. METHODOLOGY 

 

The model used is based on LR, NB, and DT machine learning algorithms and the main steps are shown in Figure 1. 

The matching strategy is based on competing requests from nodes in real time compared to data collected from training 

behavior. (SDN custom data created using a mini network simulator and used in car classification for machine 

learning). It compares the location, IP address, and MAC address and if the incoming request has the corresponding 

authorization, it waits for the transaction and is classified as 

usual. In addition, the training model can be classified as a competitor if the information data is already inconsistent 

with the behavior set in the first step. 
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Figure 1: the proposed machine learning system model 

 
The proposed system is used online to directly test and evaluate incoming requests after different comparisons as 
DDOS traffic or normal data. The results are calculated by three machine learning algorithms namely logistic 
regression (LR) algorithm, pure Bayes (NB) algorithm, and decision tree (DT) algorithm. The proposed algorithm 
generates implicit or explicit patterns from given data to create machines that can learn from data without 
programming, helping to find and better understand hidden patterns. Figure 2 

Figure 2. The used machine learning algorithms 

Initial work is to develop a logistic regression (LR) based model for detecting DDoS attacks from a training and test 

SDN environment, by providing a distribution model to prove the outcome of transaction X with Y feature vectors. It is 

done using methods to find the relationship between classes and vectors. He assumed that the distribution P(YX), 

where Y is the class and X is the symbol vector, is borderline, and he proved this from the data. Table 3 shows the 

accuracy and time details of DDoS attack detection on the LR-based SDN controller, and the confusion matrix 

evaluation is negative cost and not negative cost. In addition, there are other test results in Table 4, Figure 1. 3 the 

proposed method based on the LR classifier 

Table 2. The results of LR algorithm for DDoS attack detection case study 

 
Method Name Accuracy False 

Positive 

Rate 

False 

Negative 

Rate 

Time 

Logistic 
Regression (LR) 

72.65% 0 71511 7.844 
sec 

Table 3. Evaluation Details of the DDoS attack detection with LR 
 

Evaluation Parameters 
Machine Learning Algorithms 
Logistic Regression (LR) 

Precision 1.0 
Recall 0.35 
F-Measure 0.52 
Accuracy 0.5288 
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Figure 3. Precision, recall, and F-measure of LR case study 

The second study is based on the Naive Bayes (NB) algorithm as a method for the Naive Bayes classifier based on So. – 

so-called Bayesian classification of traffic according to normal and abnormal DDoS attacks in SDN. Despite its 

simplicity, it can give output more complex classification methods. A valid classifier model can be defined as a 

machine learning model to distinguish various objects based on certain properties. In machine learning, the 

probabilistic Naive Bayes model is used for task classification. Table 5 shows the NB metrics used in DDoS attack 

detection. In addition, there are other criteria shown in Table 6. NB classifier-based system is proposed in Figure 4. 

 

Table 4. The results of NB algorithm for DDoS attack detection case study 
 

Method 

Name 

Accuracy False 

Positive Rate 

False 

Negative 

Rate 

Time 

Naïve 

Bayes(NB) 

52.88% 123371 0 1.910 sec 

 
Table 5. Evaluation details of the DDoS attack detection with NB 

Evaluation Parameters 
Machine Learning Algorithms 

Naive Bayes (NB) 

Precision 0.73 

Recall 1.0 

F-Measure 0.84 

Accuracy 0.7265 

 
 

 
Figure 4. Precision, recall, and F-measure of NB case study 

http://www.ijmrset.com/


International Journal Of Multidisciplinary Research In Science, Engineering and Technology (IJMRSET) 

                  | ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.54| 

       | Volume 6, Issue 4, April 2023 | 

         | DOI:10.15680/IJMRSET.2023.0604027 | 
 

 IJMRSET © 2023                                                      | An ISO 9001:2008 Certified Journal |                                               874 

 

 

 

 

 
Figure 6. The proposed system accuracy comparison 

Figure 9 and Figure 6 show a comparison of suggested machine-learning methods. In addition, the proposed system in 
Table 10 is compared with the related projects. In addition, in Table 10, the system is compared with other related 
projects. In the case of DT, the correct result of the request for all studies is 99.90%. 

 

Evaluation 
Parameters 

Naive Bayes Logistic 
regression Hybrid model 

Result 
Precision 0.73 1.0 0.9994514536

47 
Recall 1.0 0.35 0.9994514536

47 
F-Measure 0.84 0.52 0.9994514536

47 
Accuracy 0.7265 0.5288 0.9994514536

47 
 

Table 8. Evaluation details of the used machine learning in DDoS attack detection in SDN e 

Table 9. The results of the proposal were compared to SDN’s DDoS attacks system 

. 
Ref. 

No 

Year Dataset Method Name Accuracy 

[20] 2021 Real-Time 

dataset using 

RYU API- 

Mininet 

Support-Vector- 98.8 % 
  classifier with  

  Random-Forest 83.69% 

  (SVC-RF)  

  Logistic Regression  

  (LR)  

[22] 2021 KDD99 dataset Decision Tree (DT) 78 % 
   Support vector 85 % 
   machine  

   (SVM)  

[23] 2021 CICIDS2017 V-NKDE 99.67 % 
  dataset KDD (Voting -Naive 99.77 
  dataset Bayes, K Nearest 98.09 
  UNSW-NB15 Neighbours,  

  dataset Decision Tree, and  

   Extra Trees)  

Proposed system Real-Time 

DDoS Attack 

Classification 

Logistic 

Regression 

(LR) Naive 

Bayes (NB) 

72.65 % 

52.88 % 

  Decision Tree (DT) 99.90 % 
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IV. EXPERIMENTAL RESULTS 

Logistic Regression Model 

 
Naïve Bayes Model 

 
Decision Tree Model 

Fig. (a) This figure shows Flask Integration using Visual Studio. (b) Prediction Page of UI. 

(c) Enter the details in Predition Page (e) Preliminary Data Analysis of provided Data. 

on In SDN Controller Using Machine Learning Techniques 

 

 
(a)                                                                             (b) 
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(a)  (d) 

 

 
Fig. 2 (a) Result Page of UI. (b) Result page of UI. 

 
 

(a)                                                                                                (b) 

 

VI. CONCLUSION 

The impact of DDoS is one of the biggest disruptions in the network and if not managed properly it can cause a 

complete downtime as these attacks become more frequent and can easily bypass many traditional defenses. Machine 

learning techniques have been applied in SDN to solve cybersecurity issues. DT, NB, and LR algorithms are used to 

create implicit or explicit patterns from data to create systems that can learn from data without programming, helping to 

find and better see hidden patterns. Machine learning can also be relied upon to optimize the features of this network, 

which helps reduce the number of attacks caused by DDoS attacks. Compared to other algorithms, the best machine 

learning algorithm is DT with 99.90% accuracy. Future work will include developing mitigations for attack detection in 

this research. Designing a mitigation plan that is both efficient and effective requires addressing many questions, 

including how to improve the programmability of SDN to shut off all traffic, such as placing special blocks on 

keyboards. These problems include how to make the best use of management and transfer resources to use mitigation 
strategies, how to reduce the response time of the mitigator, how to reach a solution, etc. includes. 
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