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ABSTRACT: With the high popularity of IoT devices, industrial IoT platforms, such as smart factories and oilfield 

industrial control systems, have become a new trend in the development of smart city. Although various manufacturers 

pay wide attention to the different functional requirements of IoT platforms, they seldom consider security issues, 

especially in terms of data security, which has led to a large number of cases of privacy leakage. Some works have been 

made to provide secure and reliable communication solutions for industrial IoT platforms, unfortunately, as different 

communication protocols and interaction models are adopted in different scenarios, these solutions are mainly isolated 

and fragmented. Therefore, it is an urgent challenge to construct a universal cross-platform secure communication 

scheme for industrial IoT platforms. In this article, we analyze the logic and requirements of different industrial IoT 

scenarios to abstracts them into a universal model. We summarize the possible attacks on different industrial IoT 

platforms and design a security scheme to capture these attacks based on the conditional proxy re-encryption primitive. 

The proposed scheme ensures that data cannot be accessed by an unauthorized user. We also evaluate the security and 

performance of our scheme, and the experimental results show that our scheme can achieve the functionality and 

security requirements with low overhead. 

 

I. INTRODUCTION 

 

Cloud Computing refers to each the applications delivered as services over the web and also the hardware and 

computer program within the datacenters that give those services. The services themselves have long been named as 

computer code as a Service (SaaS). The datacenter hardware and computer code is named as a cloud once a Cloud is 

formed obtainable during a pay-as-you-go manner to the general public, it's referred to as  a Public Cloud. The service 

being sold is Utility Computing. Current samples of utility Computing embrace Amazon net Services, Google App 

Engine, and Microsoft Azure. The term non-public Cloud id accustomed visit internal datacenters of a business or 

alternative organization that aren't created obtainable to the general public. Thus, Cloud Computing is that the total of 

SaaS and Utility Computing, however doesn't usually embrace non-public Clouds. Cloud Computing term is employed 

during a general manner, exchange it with one amongst the opposite terms only if clarity demands it. 

 

As far as we know, few works can solve the commondata security problems of industrial IoT platforms on a largescale, 

which means that customized security requirementsgreatly increase the deployment cost and difficulty of different 

platforms. Therefore, we hope to propose a solution that canbroadly address data security risks faced by different 

industrial IoT platforms. 

II. RELATEDWORK 

 

In the era of smart city, the attack and security of IoT control system has become a hot issue. Due to its wide coverage 

and low security, industrial IoT control systems often cause huge losses after being attacked. Pollet et al.  conducted 

more than 100 security assessments on SCADA, EMS, DCS, AMI and smart grid systems, and the main cause of 

SCADA incidents was enterprise IT network traffic and third-party network interconnection. Security in industrial 

IoT systems was not an issue when industrial IoT protocols were first introduced. As a result, common protocols such 

as MODBUS, Ethernet/IP, DNP 317, and iso-tsap do not provide confidentiality, authentication, or data integrity at 

runtime, making them vulnerable to various attacks.In order to solve the security problems in industrial IoT control 

systems, many solutions have been proposed. Sun et al.  Developed a network physical monitoring system (CPMS) to 

detect intelligent meter intrusion and bad data injection attacks. Celik et al. Introduced SAINT, a static pollution 

analysis tool for Internet of things applications, to assess the security and privacy risks of IoT devices, but it does not 

guarantee data security over links. Mahmood et al. Proposed a hybrid lightweight authentication scheme based on 

diffie-hellman and ensured message integrity, however, he did not consider the security of intermediate nodes. Lin et 

al. Proposed a blockchain-based security mutual authentication system BSeIn to implement fine-grained access 
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control strategy, but the overhead of BSeIn can not be ignored in most industrial IoT control systems. Esfahani et 

al.proposed a lightweight authentication mechanism based on hash and XOR operations for M2M communication in 

industrial IoT environments, but this scheme cannot even guarantee secure key negotiation. Saxena et al. proposed an 

authentication and authorization scheme for smart grid, which can effectively prevent various internal and external 

attacks on different devices. However, due to weak password attacks and other problems, this scheme cannot 

effectively identify the attacked malicious devices. 

III.OVERVIEW OF INDUSTRIAL IOT CONTROL SYSTEMS 

 
A large number of industrial IoT systems use proprietary communication protocols based on functional requirements 

and scenarios. There are dozens of common industrial IoT protocols, which are applied in different industrial IoT 

control scenarios. Common industrial IoT control systems can be roughly divided into two categories: one is SCADA 

system represented by smart grid and digital oilfield; the other is industrial IoT control system based on cloud 

platform represented by intelligent factory. 

 

A.SCADA system 
 
In general, there are two main roles in the SCADA system, center and periphery. Peripheries are the data holders, 

usually the infrastructure. In the case of digital oilfields, peripheries are oil wells. In order to ensure the normal 
operation of the well, a large number of sensors are distributed in the well for sensing field data. In addition, each 

infrastructure in theacquisition site is also equipped with PLC and RTU for converting electrical signals into digital 

signals, processing data and controlling equipment. The center is the data requester or command initiator. The data 
interaction between the controller and the monitoring center is generally transmitted by wireless network. Under 

normal circumstances, unified monitoring and control is managed by the monitoring center, and the authority is 
distributed to different operators to supervise the infrastructure in different areas.Fig.1 shows the architecture of the 

SCADA system. 

 

 

 
Figure1.Architecture 

 

B. Cloud-based industrial IoT control system 

 

The operation of intelligent factory and smart home equipment is a typical cloud-based industrial IoT control system. 

Intelligent factory uses the technology of Internet of things and equipment monitoring technology to strengthen 

information management and service, and realizes the unmanned management of workshop. As shown in Fig. 2, each 

assembly line in different workshops is equipped with a workshop controller, which is responsible for issuing workshop 

production conditions and receiving instructions. Because there are many companies involved in industrial production, 
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centralized management cannot be realized. Therefore, the workshop controller is connected to the cloud, and the cloud 

connects to corporate networks. The cloud performs preliminary processing and analysis of the data, and delivers the 

data to the corresponding company and workshop for further processing. The underlying equipment in SCADA system 

is often weak and needs to be equipped with data acquisition and control devices in the field. However, the cloud-based 

industrial IoT control system adds the cloud, which transfers some computing tasks to the cloud to reduce the burden 

on the monitoring center. 

 

IV. ATTACKS 
 

A. Unsafe industrial IoT protocols 

Most industrial IoT protocols are designed only to consider different application scenarios, functional requirements, 

and operational efficiency, without considering security issues. As an industry standard protocol, Modbus also has 

the following problems. 

Lack of identification. This means that an attacker only needs to find a valid address to set up a Modbus session.  

Lack of authorization. This means that there is no classification among users and no division of users’ rights, 

whichgreatly increases the possibility of internal attacks. 

Lack of data encryption mechanism. Data is transmitted in plaintext form, so it is easy for an attacker to intercept             

and parse the data. Since there are so many industrial IoT protocols, we cannot even fix these security problems by 

uniform protocol modification. 

 

Figure 2: The architecture of cloud-based industrial IoT control system. 

 

B. Weak password security configuration 
 

This problem is more serious in the industrial IoT control system, which has a lot of infrastructure, industrial control 

router, PLC, RTU, HMI application software and so on. Because these devices are scattered and cannot be protected at 

the physical level, this means that the weak password problem is undoubtedly a vulnerability in industrial IoT control 

systems . We actually surveyed 11 companies, but only received samples of 23 devices from 6 companies. we consider 

an empty password, a default password, and a pure numeric password of less than 8 bits as weak passwords. 18 of them 

adopt weak passwords.Pure numeric passwords of less than 8 bits may be a high threshold, but of the 18 weak 

passwords we collected, nine used pure numeric passwords of less than eight bits, and four of them had very simple 

logic. In other words, at least 13 of 23 devices adopt weak passwords, which is still a large number. 
 
 
C. The possibility of internal attacks 
 
After data flows through the wireless network and reaches the company’s LAN, it is piled up in the temporary storage 

area of data, waiting for the corresponding monitor to extract and process. However, as shown in Fig. 3, existing 

industrial IoT protocols do not set the division of user rights, and few corporate networks partition data in advance, 

which means that all users in the LAN can access any piece of infrastructure information. In fact, different groups of 

operators handle messages from equipments of different areas.They should not access other equipment information 
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without authorization. In addition, since there are low-security devices in the internal network, such as printers and 

routers, attackers can also read the data of the internal network byattacking low-security devices. 

 
Figure. 3: Internal attack mode 

 

 

D. Unreliability of cloud platform 
 
Many industrial IoT control systems make use of cloud to carry out preliminary data analysis and transfer to 

corresponding equipment and users in order to achieve efficient data management. However, data in industrial IoT 

control systems is not encrypted, which means that the data stored and processed in the cloud is plaintext. Therefore, as 

a thirdparty platform, the cloud can obtain all the private data flowing through it. The number of cases of enterprise 

losses caused by data leakage from the cloud increases year by year, and has gradually become one of the key security 

issues concerned by the network community. 

 

E. Insecure remote support 
 
Infrastructure is often distributed in a wide range of areas, and the configuration, update, debugging, maintenance and 

other work of on-site equipment is often handed over to thirdparty technicians and partners. In this case, the interface of 

the device to the external network cannot be avoided, and the virus can invade the system through these interfaces, 

resulting in data leakage. In addition, industrial IoT protocols often do not have default authentication and data 

encryption mechanisms. This directly causes an attacker to use network sniffing tools to find vulnerable external 

interfaces based on these unencryptedRemote Procedure Call instructions to carry out attacks such as injecting 

malicious information worms.We want to defend against the four possible attacks we define in the previous section 

without affecting the system’s function and performance. Since industrial IoT control systems are often based on 

different protocols, our scheme cannot be based on a particular communication protocol.In order to design a universal 

scheme for various industrial IoT control systems, we abstract these application scenarios into a unified model, which is 

divided into three layers: equipment layer, data forwarding layer and data processing layer 

 

V. IMPLEMENTATION 
 
The highest-privileged user H first distributes the keys to the operators and infrastructures as the trusted user. 

Specifically, H first runs Setup function to generate a system public key PK and a master secret key MK. Based on the 

ID of each infrastructure and user, he uses KeyGen to generate private key SK for them, and informs each 

infrastructure and user of SK and PK. At this point, each user and infrastructure has its own public-private key pair. 

Since the infrastructure of different regions is managed by different operation groups, H needs to configure access 

control permissions for the infrastructure of different regions in the initialization phase. Specifically, taking group A as 

an example, H first defines the condition set CA={t, IDA} for group A to limit the time how long members of group A 

can access XA. The conditional set is signed and encrypted to IDXA [σH(CA), PK] and sent to the infrastructure XA. 
Infrastructure XA uses the private key to decrypt and verify signatures to obtain the conditional set CA, which is set to 

encrypt the default condition set. At the same time, H performs IBE.ReKeyGen1 and IBE.ReKeyGen2 by using the 
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identity information of all users in group A and group A, and generates the re-encryption key RK for each member of 

group A and group A, which is then encrypted and sent to the data forwarding layer. The data forwarding layer 

decrypts and records RK. H completes initialization after similar treatment for all infrastructures. 

 

 
 

Figure 5: Temporarily authorized user control infrastructures. 

 

VI. RESULTS AND DISCUSSION 
 

Here we can see the result of our scheme i.e., the decrypted data from the encrypted data which is converted to provide  

security from Attacks: 

 

 

 

Figure 6: Decrypted Sense Data 
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Now in  Figure 6, we can see that all encrypted values in second column are decrypted into original text file and 

showing valid temperature values. Here we can see the original text data or sense data. Here we can also observe the 

data and time of the sensed data. Now close the above screen and click on ‘IBE Encryption Decryption Time Graph’ 
button to get below graph. This graph shows the time taken for the encryption and decryption process. From this below 

graph we can observe how efficiently this scheme is securing IoT devices from attacks. 

In Figure 7, x-axis represents encryption decryption names and y-axis represents total time taken to encrypt and decrypt 

data.We also evaluate the security and performance of our scheme, and the experimental results show that our scheme 

can achieve the functionality and security requirements with low overhead.Finally, we construct a universal security 

scheme by using the identity-based groupable conditional proxy re-encryption primitive. The results show that this 

scheme can realize the data security of smart control with low overhead.We analyze the logic and requirements of 

different industrial IoT scenarios to abstracts them into a universal model. We summarize the possible attacks on 

different industrial IoT platforms and design a security scheme to capture these attacks based on the conditional proxy 

re-encryption primitive. The proposed scheme ensures that data cannot be accessed by an unauthorized user.  

 

 
 

 

Figure 7: IBE encryption decryption time graph 

 

VII.CONCLUSION 
 

In this paper,The proposed algorithm uses different types of industrial IoT control systems and their challenges, and 

analyze the security threats of industrial IoT control systems in detail. Due to the variety of industrial IoT control 

systems and the complexity of the protocols used, existing works cannot provide a common security mechanism for 

them. Therefore, in this paper, we abstract different industrial IoT control systems into a universal model, and define 

the security requirements that industrial IoT control systems should meet. Based on this universal model and identity-

based groupable conditional proxy re-encryption, we design a secure and efficient scheme to secure data in industrial 
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IoT control systems. We prove theoretically that our scheme can effectively prevent the four kinds of attacks we define. 

In evaluating performance, our scheme introduces only minimal overhead. We summarize users’ experience and 

scheme design ideas, which provide inspiration for the future exploration of secure and efficient industrial IoT control 

system scheme 
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