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ABSTRACT: Data security refers to the process of protecting data from unauthorized access and data corruption 

throughout its lifecycle. Data security includes data encryption, hashing, tokenization, and key management practices 

that protect data across all applications and platforms. The security system used nowadays uses data encryption 

software to effectively enhance data security by using an algorithm (called a cipher) and an encryption key to turn 

normal text into encrypted ciphertext. To an unauthorized person, the cipher data will be unreadable. That data can then 

be decrypted only by a user with an authorized key. Whereas with the improving data insecurity nowadays leads to loss 

of confidential data as the key is easily hackable because of a single algorithm usage. To overcome this problem this 
project presents a medical application that accepts and analyses a patient’s medical data to give a diagnosis to check if 

he/she is diabetic with an efficient data security system where two security algorithms will be merged to secure the 

patient’s medical data stored and accessed in cloud. In this project logistic regression algorithm, a regression machine 

learning algorithm is used to process the entered patient’s medical data and to predict if the patient is diabetic or 

normal. A web application using react java script developed from which the patient’s medical data which will be 

encrypted using the hybrid secure algorithms before being uploaded to the database. In addition, the emerging block 

chain technology with the wireless data transfer system, makes easy the interaction between the data and cloud. The 

medical data is analyzed and the result is stored securely in a cloud database such as Mongo DB as a highly secure 

encrypted key. The result is received from the database and decrypted in the frontend to view the test results. Thus, this 

project presents an effective end to end security for medical application. 

 

I. INTRODUCTION 
 

The main purpose of the project is to secure particular health related information such as medical prescription, progress 

notes, lab reports etc. Data security refers to the process of protecting data from unauthorized access and data 

corruption throughout its lifecycle. Data security includes data encryption, hashing, tokenization, and key management 

practices that protect data across all applications and platforms. Organizations around the globe are investing heavily in 

information technology (IT) cyber security capabilities to protect their critical assets. Whether an enterprise needs to 

protect a brand, intellectual capital, and customer information or provide controls for critical infrastructure, the means 

for incident detection and response to protecting. The medical history of a patient will be efficiently accessible to the 

consulting medical care provider whenever it is needed it cannot be accessed to unauthorized users. The data is locked 

and stored in cloud. The data stored in the cloud provided a URL where we can access the data whenever it is needed. 

To develop the web application, react java script is used react java script is an updated version of java script.it is used 
to develop web application because it is more interactive and it is light weighted and easily refreshed. The required data 

in the website will be a raw data to convert it as an online data format use JSON format. Then JSON is converted into 

java web token encryption is used here to secure the data. Crypto AES algorithm used to convert the token in to cipher 

text then cipher text to hash conversion using SHA-256 algorithm. Node API create the request and it is developed by 

using node JS it defines the interaction between multiple software intermediaries. whenever the medical data is 

requested, then the key is received from the database and decrypted using in the frontend to view the original medical 

data. 

 

II.DISCUSSION 
 

The working of the total model from the above diagram can be explained as follows. the medical data to be secured is 

given through a web application which is converted to the JSON format, that is to be secured and encrypted is first 

converted to a token using a HS-256 algorithm, with an inbuilt secret key. this token is then encrypted to a cipher text 

using a crypto AES algorithm, with an inbuilt secret key. These two secret keys from the JWT and crypto AES 

algorithm are converted to a hash key using a blockchain algorithm SHA-256 algorithm. the hash key is then embedded 

with the cipher text which is nothing but the end output of the encryption process. This medical data is sent from a react 
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java script web application to a MongoDB database through API which is developed using node java script. A machine 
learning algorithm logistic regression is used to predict if the patient is diabetic or normal based on the input medical 

data. The data secured through block chain can never be decrypted it can only be encrypted using the hash key of 

another number of a network. 

 

JWT generation, JWT to cipher generation, Merging of Cipher and SHA-256, Node API Generation, Database 

integration, Web development JSON Web Token is an Internet standard for creating data with optional signature and/or 

optional encryption whose payload holds JSON that asserts some number of claims. The tokens are signed either using 

a private secret or a public/private key. The tokens can be signed by one party's private key (usually the server's) so that 

party can subsequently verify the token is legitimate. If the other party, by some suitable and trustworthy means, is in 

possession of the corresponding public key, they too are able to verify the token's legitimacy. The tokens are designed 

to be compact, URL-safe, and usable especially in a web browser single-sign-on (SSO) context. JWT claims can 

typically be used to pass identity of authenticated users between an identity provider and a service provider, or any 

other type of claims as required by business processes. JWT relies on other JSON-based standards: JSON Web 

Signature and JSON Web Encryption. 

 

The Advanced Encryption Standard (AES) is a symmetric block cipher chosen by the U.S. government to protect 

classified information. AES is implemented in software and hardware throughout the world to encrypt sensitive data. It 

is essential for government computer security, cybersecurity and electronic data protection. AES includes three block 

ciphers: AES-128, AES-192 and AES-256.AES-128 uses a 128-bit key length to encrypt and decrypt a block of 

messages, while AES-192 uses a 192-bit key length and AES- 256 a 256-bit key length to encrypt and decrypt 

messages. Each cipher encrypts and decrypts data in blocks of 128 bits using cryptographic keys of 128, 192 and 256 

bits, respectively. AES is used widely for protecting data at rest. 
 

Merging of cipher and SHA 256: The SHA-256 algorithm is one favor of SHA-2 (Secure Hash Algorithm 2), which 

was created by the National Security Agency in 2001 as a successor to SHA-1. SHA-256 is a patented cryptographic 

hash function that outputs a value that is 256 bits long. What is hashing? In encryption, data is transformed into a 

secure format that is unreadable unless the recipient has a key. In its encrypted form, the data may be of unlimited size, 

often just as long as when unencrypted. For example, a 512- bit string of data would be transformed into a 256- bit 

string through SHA-256 hashing. In cryptographic hashing, the hashed data is modified in a way that makes it 

completely unreadable. It would be virtually impossible to convert the 256-bit hash mentioned above back to its 

original 512-bit form. So why would you want to create a scrambled message that can’t be recovered? The most 

common reason is to verify the content of data that must be kept secret. For example, hashing is used to verify the 

integrity of secure messages and files. 

 

Node API generation: In this project node java script is used for API generation. An application programming interface 

(API) is a computing interface which defines interactions between multiple software intermediaries. It defines the kinds 

of calls or requests that can be made, how to make them, the data formats that should be used, the conventions to 

follow, etc. An application programming interface (API) is a computing interface which defines interactions between 

multiple software intermediaries. It defines the kinds of calls or requests that can be made, how to make them, the data 

formats that should be used, the conventions to follow, etc. 

 

NodeJS is an open-source, cross-platform, back-end, JavaScript runtime environment that executes JavaScript code 

outside a web browser. NodeJS lets developers use JavaScript to write command line tools and for server-side 

scripting—running scripts server-side to produce dynamic web page content before the page is sent to the user's web 

browser. Consequently, NodeJS represents a "JavaScript everywhere" paradigm, unifying web-application development 
around a single programming language, rather than different languages for server- and client-side scripts. NodeJS 

allows the creation of Web servers and networking tools using JavaScript and a collection of "modules" that handle 

various core functionalities. Modules are provided for file system I/O, networking (DNS, HTTP, TCP, TLS or UDP), 

binary data (buffers), cryptography functions, data streams, and other core functions. NodeJS modules use an API 

designed to reduce the complexity of writing server applications. 

 

Database integration: In this project MongoDB is used for database integration. MongoDB is a cross- platform, 

document-oriented database that provides, high performance, high availability, and easy scalability. MongoDB works 

on concept of collection and document. Database is a physical container for collections. Each database gets its own set 

of files on the file system. A single MongoDB server typically has multiple databases. Collection is a group of 

MongoDB documents. It is the equivalent of an RDBMS table. A collection exists within a single database. Collections 
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do not enforce a schema. Documents within a collection can have different fields. Typically, all documents in a 
collection are of similar or related purpose. Document A document is a set of key-value pairs. Documents have 

dynamic schema. Dynamic schema means that documents in the same collection do not need to have the same set of 

fields or structure, and common fields in a collection's documents may hold different types of data.  

 

ReactJS is JavaScript library used for building reusable UI components. According to React official documentation, 

following is the definition − React is a library for building composable user interfaces. It encourages the creation of 
reusable UI components, which present data that changes over time. Lots of people use React as the V in MVC. React 

abstracts away the DOM from you, offering a simpler programming model and better performance. React can also 

render on the server using Node, and it can power native apps using React Native. React implements one-way reactive 

data flow, which reduces the boilerplate and is easier to reason about than traditional data binding. JSX stands for 

JavaScript XML. JSX allows us to write HTML in React. JSX makes it easier to write and add HTML in React. It is 

faster than normal JavaScript as it performs optimizations while translating to regular JavaScript. 

 

It makes easier for us to create templates. Instead of separating the marks up and logic in separated files, react uses 

components for this purpose. We will learn about components in details in further articles. Components are 

independent and reusable bits of code. They serve the same purpose as JavaScript functions, but work in isolation and 

returns HTML via a render function. Components come in two types, Class components and Function components, in 

this tutorial we will concentrate on Class components. Unidirectional data flow and Flux React implements one-way 

data flow which makes it easy to reason about your app. Flux is a pattern that helps keeping your data unidirectional. 

 

III.CONCLUTION 
 
This project is used to provide a solution to perform securely transmit data through a wireless communication medium 

using a web application developed using a java script framework react JS. By this project, we can protect data from 

unauthorized access. Thus, this project provides an affordable and efficient means to protect and preserve data. 

In the coming future, we review the application of the project to determine technology in the fields that require data 

security and privacy. In the banking and medical field, they are more chance to develop or convert this project in many 

ways. Thus, this project has an efficient scope in coming future where data can be transmitted securely over a wireless 

communication. 
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