
 

e-ISSN:2582-7219 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

       INTERNATIONAL JOURNAL OF  

          MULTIDISCIPLINARY RESEARCH 
 

       IN SCIENCE, ENGINEERING AND TECHNOLOGY 
 
 
 

Volume 6, Issue 6, June 2023   
 
 
 
 
 
 
 

 

Impact Factor: 7.54  
 
 
 
 
 
 
 
 

6381 907 438    6381 907 438  ijmrset@gmail.com @ www.ijmrset.com 



International Journal Of Multidisciplinary Research In Science, Engineering and Technology (IJMRSET) 

                  | ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.54| 

       | Volume 6, Issue 6, June 2023 | 

IJMRSET © 2023                                                           |    An ISO 9001:2008 Certified Journal |                                       1651 

 

 

 

Face Counterfeit Detection in National 
Identity Cards using Image Steganography 

 

 

Ms. G. Sivagami, Dr. T. Geetha, Sathyanarayanan .R 

Assistant Professor, Department of MCA, Gnanamani College of Technology, Namakkal, India 

Head, Department of MCA, Gnanamani College of Technology, Namakkal, India 

Student, Department of MCA, Gnanamani College of Technology, Namakkal, India 

 

 

ABSTRACT:  A countrywide identification document is a image identity card that can be used as identity at the least 

inside the state and is issued by means of a recognized frame. Clever journey papers, digital IDs, electronic signatures, 

municipal playing cards, key playing cards used to enter secure regions or business enterprise infrastructures, social 

safety playing cards, and so on. Are a number of the most famous makes use of for those clever playing cards. Those 

files comprise a number of safety factors that reduce and prevent record fraud. Criminal assaults on id verification 

systems are actually concentrating on files which have been received fraudulently and the alteration of facial pics 

because those safety mechanisms are tough to go through. A truthful identification is important to a useful society. 

Governments and id card producers must constantly broaden and beautify security measures so as to lessen the dangers 

related to this fraud problem. In light of this, we provide StegoCard, the primary effective steganography approach this 

is tailor-made for the printing of facial photos in regular IDs. A Deep Convolutional AutoEncoder can conceal a 

mystery message in a face portrait, creating the steganography facial photograph. A Deep Convolutional automobile 

Decoder can read a message from the steganography facial photo, even though it has been published and then keen on a 

digital camera. Collectively, these  components make up the give up-to-stop facial photo steganography model known 

as StegoCard. In terms of perceived great, facial photographs encoded the usage of our StegoCard method perform 

better than the ones created the use of StegaStamp.The overall performance is measured the usage of the take a look at 

set's top signal-to-noise ratio, concealing capacity, and imperceptibility scores. 

 

KEYWORDS: Stegocard, auto Encoder, auto Decoder, sign-To-Noise. 

 

I. INTRODUCTION 
 

An identity report (on occasion known as a piece of identification or identification, or colloquially as paper) is any 

report that can be used to show a person's identification. While issued in a tiny, traditional credit score card length, it's 

far generally called an identification card (IC, identity card, citizen card),[a] passport card. [b] a few nations problem 

formal identification files, inclusive of national identity cards, which can be obligatory or elective, even as others may 

also need identification verification through local identity or casual documents. When an identification record includes 

a picture of a person, it is referred to as a picture identity. When an authentic identification report isn't always gift, a 

driving force's license can be time-honored as identity in many countries. Driving force's licenses are normally rejected 

as applicable kinds of identification foreign places because of their prolonged shelf existence and susceptibility to 

falsification. In the general public of nations, passports are normal as valid identity. In many nations, you should 

always have a legitimate identity file with you. A passport or, on occasion, a countrywide identification card ought to 

usually be carried via a foreigner in the event that they do no longer have a residency permit for the us of a. The id 

serves as a link between the man or woman and the records that is normally saved about them in a database. By using 

using and proudly owning the photo, the man or woman is related to the thing. The link between the file and the facts 

database is the non-public data on the identification file, which encompass the holder's full name, age, date of delivery, 

vicinity of residence, identification range, identity wide variety, gender, citizenship, and different records. The safest 

choice is to apply a completely unique countrywide identification quantity, however a few countries do no longer have 

it or do now not submit it on their identification documents. 

 

Many styles of identity, just like the countrywide identification (identification) Card, driving force's licenses, and 

employees' identity playing cards, have been established; however, owing to how without difficulty they may be altered 

and falsified, they haven't been very powerful in addressing the issues of insecurity, fraud, and other vices. Because of 

the superiority of counterfeit identity playing cards and the upward push in identification theft occasions, authentication 
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and verification of identification office work have end up a urgent situation. While human beings pick out themselves, 

they are affirming their identification based on a range of distinct credentials, inclusive of call, birthday, birthplace, 

residence, schooling, and employment information, among others. On the other hand, these assertions by means of 

themselves do not establish authenticity; the extra proof is 

 

Needed to verify the validity of the identity card and the statistics it incorporates in addition to the man or woman's 

identity. Due to the modern-day identity card's simplicity, it became exceedingly simple to modify and carelessly print 

the identity card with out the want for any additional affirmation or verification techniques. The voter's card and the 

driver's license accompanied match and do no longer have an automatic vital device for connection with confirm the 

legitimacy of their holders. However nevertheless, because of those mistakes in authentication, an identification card 

may show the photo of another man or woman with a one-of-a-kind name or deal with. Photograph substitute attack in 

official papers (a real image is modified for a fake photo) or documents that were fraudulently created the usage of a 

random photograph. To this goal, the identity card commercial enterprise makes use of a selection of protection and 

verification features, which includes holograms, tamper-proof laminates, and more state-of-the-art capabilities like 

ultraviolet ink and microprint. Despite the fact that these elements confirm the legitimacy of the cardboard as a whole, 

they do now not confirm the identity of the person whose information is on the cardboard. To do that, a link among the 

card and the cardholder could want to be hooked up in real time thru a vital database that validates the individual that is 

allowed to carry the identity card in query. 

 

II. OBJECTIVES 
 

 To counteract counterfeit documentation, robbery resistant authentication mechanisms want to be constructed 

into identification playing playing cards to expose the identity assertions which can be made, and to defend the 

actual and legitimate identity. To disguise safety encoded information in identity and MRTD files on the equal 

time as taking into consideration the integrity verification of the portrait. 

 

 To gift a state-of-the-art facial photo steganography approach for transmitting mystery messages via facial 

photographs. To boom a portable and inexperienced biometric device for validating identification and 

adventure documents. 

 

 To attach a resize community to our version as an additional noise simulation module. 

 

 To assist the decoder look at messages from smaller photos in evaluation with previous tactics. 

 

                                                           
III. IMPLEMENTATION 

 

 
 

Figure 1: Detecting Face 
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Figure 2: BECC 

 
IV. METHODOLOGY 

 

Current approach: 
 

● Watermarks And Micro text 
 

When an identity card is produced, it is able to have watermarks which are both obvious or invisible. Because of their 

customizability and limited visibility whilst treated in a particular way, watermarks make it even harder to duplicate 

playing cards. Microtext, that's hidden on a card someplace and is tough to recreate if a person would not understand 

wherein to search for it, is exceedingly small text. 

 

● Laminate And Holographic Laminate 

 

For identification cards, holographic lamination supply an brought degree of visual protection. The holographic 

lamination on motive force's licenses allows clients to right now determine whether or no longer the license is valid. No 

longer handiest is it hard to duplicate holographic laminate in view that the suitable pc is needed, but it's also at ease 

because the laminate pattern is bespoke. 

 

● Embedded technology 

 

Embedding generation to your identity playing cards is right for keeping homes and campuses safe when you consider 

that get right of entry to to one-of-a-kind places is illegal for individuals who do now not have the right id card. You 

could also use magnetic stripes to provide distinctive degrees of security clearance to distinct cardholders so that they 

have get right of entry to to the right areas. 

 

● Biometric records 

 

The biometric statistics for your identity cards can be the most relaxed safety characteristic you may use. This records 

guarantees that the cardholder is who they declare to be by the usage of layers, design, and embedded technology. 

Despite the fact that images and those's appearances can each be changed, image identification cards can considerably 

lessen safety risks. You may be a hundred% certain that the identity card simply belongs to the cardholder way to the 

digital signature and fingerprint functions at the IDs. 

  

● Stegastamp 

 

The set of distortions that emerge all through real printing transmission is correctly approximated through the set of 

image corruptions that StegaStamp takes into account between the encoder and the decoder. It became the primary 

great steganography version that was able to both encode and decode hyperlinks in photos taken from real prints. 
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Propose gadget: 
 
 

● Recurrent inspiration community 

 

An average shape of neural community utilized in object detection duties is the recurrent notion community (RPN). Its 

goal is to provide place suggestions in a image that can be used to discover matters within the photograph. The RPN 

accomplishes this through processing visual characteristics using a recurrent neural community to supply a collection of 

anchors or areas of interest within the image. 

 

 

● Binary errors Correcting Code 

 

A Binary error-Correcting Codes set of rules is used to convert any mystery message right into a binary message during 

encoding. The Binary mistakes-Correcting Code algorithm then converts the binary message into a string with the 

secret message for the duration of interpreting. 

 

● Deep Convolutional car Encoder 

 

The preliminary issue of the generator is called the encoder network. Its motive is to strike a stability between restoring 

the perceptual characteristics of the input pix and enhancing the decoder's capability to extract the hidden message. The 

encoder takes in each the facial photo and the confidential message as inputs. Thru the encoder's application, the 

message is embedded in the cropped face, and an encoded facial image is generated by a pre-trained encoder version.  

 

● Deep Convolutional car Decoder 

 

A message this is encoded in a facial photograph may be recovered by using the decoder. For the decoder, a digital 

digital camera is used to collect the encoded facial photo from the identification card. Following the detection of the 

encoded portion of the facial picture by using the face detection module, the hid message is ultimately retrieved by way 

of the StegoFace decoder network.  

 
 

V. ARCHITECTURE DIAGRAM 
 

 
VI. DISTRIBUTOR DASHBOARD 

 
A singular concept in web-primarily based security is StegoFace. A 2nd laser-custom designed portrait is used to 

protect the identification holder's portrait against any future adjustments. This dashboard's important intention is to 

protect safety-encoded records in id and MRTD files whilst nevertheless allowing the integrity take a look at of the 

portrait. Maintaining the machine's capacity to become aware of human beings the usage of facial reputation algorithms 

is essential for record security. 
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Generator manage Panel 
 
The government regulator must connect in to the StegoFace internet dashboard and upload the identity card to 

automobile Encoder to complete this module. The encoder receives the facial photograph and the encrypted messages 

as inputs first. A face detection version is used to identify and cast off the pertinent area of the image. The secret 

message is simultaneously encoded the usage of a binary error-correcting codes approach. The face picture's secret 

message content is immune to the picture service's bodily distortions in addition to other styles of noise and errors. This 

is achieved by way of cautiously designing a noise simulation module, the parameters of which the decoder learns. This 

message may be photographed the use of a digital digicam on a common cell tool, after which it may be further 

recognized and decoded by means of a validation system the use of deep mastering techniques. 

 

Verifier control Panel 
 
The legal Verifier in this module uploads the identity card to vehicle Decoder after signing into the StegoFace web 

dashboard. A file picture is to start with recorded the usage of a cellular digital camera for the decoding system, after 

which the encoded part of the image (the portrait) is diagnosed and cropped. The cropped encoded face is input into the 

decoder network, which then recovers the binary message. The binary message is then transformed to a string that 

incorporates the secret message the use of the identical Binary blunders-Correcting Code approach. The integrity of the 

portrait is then confirmed once the retrieved message has been tested. 

 

VII. ASSIGNMENT DESCRIPTION 
 

Within the context of IDs and MRTDs, the StegoFace is a model to encode and decode a hidden message in facial pics. 

Our idea, which we advanced because the first safety method for report portrait verification, draws idea from 

steganography models as seen in determine 1, StegoFace is made from two techniques: the encoder and the decoder. 

The encoder receives the facial image and the encrypted messages as inputs first. A face detection version is used to 

become aware of and crop the pertinent location of the photograph. The encrypted message is simultaneously encoded 

the usage of a binary error-correcting codes technique. A pre-trained encoder version embeds the message inside the 

cropped face at the conclusion of the encoder application to create an encoded facial photo. The authentic facial picture 

is then swapped out for the encoded cropped photo before being published on an id card. 

The decoder, it uses facial pictures from a virtual camera that were encoded for the identification card. The StegoFace 

decoder community then receives the detected encoded part of the facial picture and decodes it, permitting it to decode 

the hid message. A binary-blunders codes algorithm transforms the retrieved binary message into a range of or string. 

The final end result, the retrieved message, is then demonstrated with the aid of using a hash characteristic or checksum 

verification technique. 

This gives us a mechanism to confirm the accuracy of the facial portrait in IDs and MRTDs. 

  

Encoder, decoder, noise simulation module, and loss capabilities make up its 4 additives. The noise simulation layers, 

that are added before the decoder, provide the whole network a realistic education surroundings whilst the encoder and 

decoder networks are taught to cover and examine messages in facial photos. The many predefined community 

components that make-up loss capabilities are joined with the aid of extra loss capabilities that maintain the advent of 

the encoded face and message throughout education. 

 

VIII. FUTURE ENHANCEMENT 
 

The radical idea proposed in this research is to attach a resize network to our model as an extra noise simulation 

module. That is designed to assist the decoder study messages from smaller pix in evaluation with preceding tactics. 

The resize community decreases the size of the encoded snap shots that the decoder receives. Facial snap shots encoded 

with our StegoFace method outperform the StegaStamp generated snap shots in terms of their belief quality. 

 

IX. CONCLUSION 
 

The principle purpose of this paper is to hide encoded protection facts in id and MRTD documents at the same time as 

making sure the portrait's integrity. To gain this goal, we introduce "StegoFace," an green steganography method 

specially designed for facial photos in generally used IDs and MRTDs. StegoFace is an end-to-give up deep mastering 

network that includes a deep convolutional automobile-encoder capable of concealing mystery messages in face 

pictures to provide encoded pics. It is usually a deep convolutional car-decoder capable of reading messages from the 
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encoded photographs, although they have been previously printed and captured through a digital digicam. In 

comparison to current strategies, StegoFace allows for the usage of pics in their context, irrespective of the heritage, 

doing away with regulations associated with photograph parameters. To assist the decoder study messages from smaller 

photographs than previous strategies, we contain a resize community into our model as an extra noise simulation 

module. The resize community decreases the size of the encoded photographs acquired through the decoder. Our 

StegoFace method outperforms StegaStamp-generated pics in phrases of their perceived great. The outcomes display 

that our proposed architecture has progressed protection, robustness, imperceptibility, and records-hiding capacity. 
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