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ABSTRACT: Photo sharing is an attractive feature which popularizes Online Social Networks (OSNs). Unfortunately, it
may leak user’s privacy if they are allowed to post, comment, and tag a photo freely. In this paper we try to implement
the security of our current OSN with three main scenarios like: An image which is uploaded in public profile will be
accessed only by the direct friends or family members of that posted user, which is not allowed or accessed by friends of
friends or family of family members. In the second scenario we try to give security for the private profile sharing by
restricting the users not to access private content by all members who are mutually related. In the third scenario we try to
give security for the comments posted for the images by several individuals. Now a day’s all the comments can be
viewed by each and every one who is connected with that profile, but in our proposed application we try to provide
security by restricting un known persons not to access or read others comments posted on user image. We show that our
system is superior to other possible approaches in terms of recognition ratio and efficiency. Our mechanism is
implemented as a proof to enable more security for the social network sites to share the data among several users.

KEYWORDS: Privacy, Security, Restriction, Online Social Networks, Profile Sharing.
LINTRODUCTION

Online social networks (OSNs) such as Facebook, Google+, and Twitter are inherently designed to enable people to share
personal and public information and make social connections with friends, coworkers, colleagues, family and even with
strangers. In recent years, we have seen unprecedented growth in the application of OSNs. For example, Facebook, one
of representative social network sites, claims that it has more than 800 million active users and over 30 billion pieces of
content (web links, news stories, blog posts, notes, photo albums, etc.) shared each month. To protect user data, access
control has become a central feature of OSNs a typical OSN provides each user with a virtual space containing profile
information, a list of the user’s friends, and web pages, such as wall in Facebook, where users and friends can post
content and leave messages.

A user profile usually includes information with respect to the user’s birthday, gender, interests, education and work
history, and contact information. In addition, users can not only upload content into their own or others’ spaces but also
tag other users who appear in the content. Each tag is an explicit reference that links to a user’s space. For the protection
of user data, current OSNs indirectly require users to be system and policy administrators for regulating their data, where
users can restrict data sharing to a specific set of trusted users. OSNs often use user relationship and group membership
to distinguish between trusted and untrusted users.
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Fig 1: Privacy Preserving Profile Matching in Mobile Social Network

For example, in Facebook, users can allow friends, friends of friends, groups or public to access their data, depending on
their personal authorization and privacy requirements. The existing work could model and analyze access control
requirements with respect to collaborative authorization management of shared data in OSNs. The need of joint
management for data sharing, especially photo sharing, in OSNs has been recognized by the recent work provided a
solution for collective privacy management in OSNs. Their work considered access control policies of a content that is
co-owned by multiple users in an OSN, such that each co-owner may separately specify her/his own privacy preference
for the shared content.

ILLITERATURE SURVEY

Photo sharing is an attractive feature which popularizes Online Social Networks (OSNs). Unfortunately, it may leak
users’ privacy if they are allowed to post, comment, and tag a photo freely. In this paper, we attempt to address this issue
and study the scenario when a user shares a photo containing individuals other than himself/herself (termed co-photo for
short). To prevent possible privacy leakage of a photo, we design a mechanism to enable each individual in a photo be
aware of the posting activity and participate in the decision making on the photo posting. For this purpose, we need an
efficient facial recognition (FR) system that can recognize everyone in the photo. However, more demanding privacy
setting may limit the number of the photos publicly available to train the FR system. To deal with this dilemma, our
mechanism attempts to utilize users’ private photos to design a personalized FR system specifically trained to
differentiate possible photo co-owners without leaking their privacy. We also develop a distributed consensus based
method to reduce the computational complexity and protect the private training set. We show that our system is superior
to other possible approaches in terms of recognition ratio and efficiency. Our mechanism is implemented as a proof of
concept Android application on Facebook’s platform.

This article examines privacy as a generic process that occurs in all cultures but that also differs among cultures in terms
of the behavioral mechanisms used to regulate desired levels of privacy. Ethnographic data are examined from a variety
of cultures, particularly from societies with apparently maximum and minimum privacy, and from analyses of various
social relationships, such as parents and children, in-laws, husbands and wives. It is concluded that privacy is a universal
process that involves culturally unique regulatory mechanisms. in a system and expressive conditions in access control
policy rules, it can be very challenging for security administrators to envision what can (or cannot) happen as the
protection system evolves. In this paper, we introduce the security analysis problem for this class of policies, where we
seek to answer security queries about future states of the system graph and authorizations that are decided accordingly.
Towards achieving this goal, we propose a state-transition model of a ReBAC protection system, called RePM. We
discuss about formulation of security analysis queries in RePM and present our initial results for a limited version of this
model.
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INI.METHODS

best matching user directly and privately find out and connect to each other, without knowing anything about other users’
profile attributes, while the rest of the users should also learn nothing about the two user’s matching attributes. However,
it is challenging to find out the matching users privately while efficiently. One may think of simply turning off the
cellphone or input very few attributes, but these would interfere with the system usability. Recently, Yang et. al.
proposed E-SmallTalker [2], a practical system for matching people’s interests before initiating a small-talk. However, E-
SmallTalker suffers from the dictionary attack which does not fully protect the non-match attributes between two users.
Another difficulty of private matching under a MSN setting is the lack of a centralized authority. Lu et. al. [3] proposed a
symptom matching scheme for mobile health social networks, assuming the existence of a semi-online central authority.
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Fig 2: Privacy-preserving multi-hop profile-matching

Concurrently with our work, a secure friend discovery protocol has been proposed in [14]. Different from us, their
matching is based on computing the similarity (dot product) between two users’ coordinates (which is not as intuitive as
the intersection of the profile attributes as ours). In addition, a centralized trusted authority is needed to provide the
coordinates. In [15], a private contact discovery protocol is proposed, where contact list manipulation is prevented by
distributed certification. However, for general sensitive profile attributes it is difficult to find a distributed certifier in
practice, whereas our protocols are not limited in the type of attributes to share with. In [16], privacy-preserving multi-
party interest sharing protocols for smartphone applications are proposed.

We propose two fully-distributed privacypreserving profile matching protocols, without relying on a client-server
relationship nor any central server. We propose novel methods to reduce energy consumption and protocol run time,
while achieving reasonable security levels. Specifically, we exploit the homomorphic properties of Shamir secret sharing
to compute the intersection between user profiles privately, and due to the smaller computational domain of secret
sharing, our protocols achieve higher performance and lower energy consumption for practical parameter settings of an
MSN. Such a framework is also applicable to many scenarios beyond the motivating problems in this paper, for example,
in patient matching in online healthcare social networks.

IV.RESULT ANALYSIS

In the honest-but-curious model, an external adversary and an internal adversary are considered. An external adversary
mainly refers to an eavesdropper who can get some information (e.g., encrypted data) through the transparent channel by
eavesdropping. An internal adversary is an honest-but-curious entity such that he faithfully follow the agreement but
attempt to collect and reveal private information during the execution of the agreement. The friend finder may want to
expose other users’ profiles, while the two clouds may want to reveal the users’ personal data in the social networks.
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Moreover, it is assumed that the two clouds will never collude with each other and the users will not deliberately attempt
to guess the cosine result by adjusting the vector multiple times.
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Fig 3: Optimizing user profile matching

In this subsection, we mainly discuss the advantages of our scheme compared with the existing privacy-preserving
profile-matching schemes in require users to stay online simultaneously to obtain matching results through multiple
interactions, resulting in additional computational costs and communication overheads on mobile devices of users. In our
scheme, users only need to encrypt their personal profiles and upload them to the cloud, and then they can go offline. For
a Friend finder, he can designate a target to initiate a matching query and ultimately get the matching result. Most
computations are undertaken by the two cloud servers, which can greatly reduce the burden of users. Compared with the
scheme in [2], the users do not need to upload the re-encryption keys when uploading their encrypted data, thereby
avoiding the risk of the users’ personal data leakage due to the re-encryption key leakage and reducing the burden of the
key management. We use the cosine scores of two vectors as the matching result instead of the intersection of two sets or
the inner product of two vectors. In particular, the proposed scheme supports processing larger data.

V.CONCLUSION

In this paper, we propose a privacy-preserving profile-matching scheme over improved HRES algorithm in mobile social
networks. The improved algorithm can support one-time homomorphic multiplication and arbitrarily many homomorphic
additions. Compared with the original scheme [2], the key management burden can be reduced, and the privacy problem
of users caused by the re-encryption keys leakage can be effectively solved. In addition, our scheme utilizes the cosine
result between two normalized vectors as the standard for measuring the users’ proximity, which can effectively improve
the social experience of the users. Even if users with ulterior motives collude with one of the clouds, the personal data of
other users will not be revealed. At last, we prove that our scheme is secure under the semihonest model through strict
security analysis.
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