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ABSTRACT: In our project, mainly focussed on credit card fraud detection for in real world. It is vital that credit card
companies are able to identify fraudulent credit card transactions so that customers are not charged for items that
they did not purchase. Such problems can be tackled with Data Science and its importance, along with Machine
Learning, cannot be overstated. This project intends to illustrate the modelling of a data set using machine learning
with Credit Card Fraud Detection. Collect the credit card datasets for trained dataset. Then will provide the user credit
card queries for testing data set. After classification process of random forest algorithm using to the already analysing
data set and user provide current dataset. Optimizing the accuracy of the result data. Then will apply the processing of
some of the attributes provided can find affected fraud detection in viewing the graphical model visualization. The
performance of the techniques is evaluated based on accuracy, sensitivity, and specificity, precision. The results
indicate about the optimal accuracy for Random Forest is 98.6% respectively.
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L. INTRODUCTION

'Fraud' in credit card transactions is unauthorized and unwanted usage of an account by someone other than the owner
of that account. Necessary prevention measures can be taken to stop this abuse and the behaviour of such fraudulent
practices can be studied to minimize it and protect against similar occurrences in the future. In other words, Credit Card
Fraud can be defined as a case where a person uses someone else’s credit card for personal reasons while the owner and
the card issuing authorities are unaware of the fact that the card is being used. Fraud detection involves monitoring the
activities of populations of users in order to estimate, perceive or avoid objectionable behaviour, which consist of fraud,
intrusion, and defaulting. This is a very relevant problem that demands the attention of communities such as machine
learning and data science where the solution to this problem can be automated. This problem is particularly challenging
from the perspective of learning, as it is characterized by various factors such as class imbalance. The number of valid
transactions far outnumber fraudulent ones. Also, the transaction patterns often change their statistical properties over
the course of time. These are not the only challenges in the implementation of a real-world fraud detection system,
however. In real world examples, the massive stream of payment requests is quickly scanned by automatic tools that
determine which transactions to authorize. Machine learning algorithms are employed to analyse all the authorized
transactions and report the suspicious ones. These reports are investigated by professionals who contact the cardholders
to confirm if the transaction was genuine or fraudulent. The investigators provide a feedback to the automated system
which is used to train and update the algorithm to eventually Improve the fraud-detection performance over time.

DATA SET

The datasets contains transactions made by credit cards. The dataset is highly unbalanced. It contains only numerical
input variables which are the result of a PCA transformation. Cannot provide the original features and more
background information about the data. Features V1, V2, ... V28 are the principal components obtained with PCA, the
only features which have not been transformed with PCA are 'Time' and 'Amount'. Feature 'Time' contains the seconds
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elapsed between each transaction and the first transaction in the dataset. The feature 'Amount' is the transaction
Amount, this feature can be used for example-dependent cost-sensitive learning. Feature 'Class' is the response variable
and it takes value 1 in case of fraud and 0 otherwise."

II. PRE-PROCESSING

Data preprocessing which mainly include data cleaning, integration, transformation and reduction, and obtains training
sample data needed. It is a data mining technique that transforms raw data into an understandable format.

Steps in Data Preprocessing

1. Import libraries

. Read data

. Checking for missing values

. Checking for categorical data

. Standardize the data

. PCA transformation

. Data splitting

NN W

III. FEATURE EXTRACTION

Feature selection include reducing the computational costs, saving storage space, facilitating model selection
procedures for accurate prediction, and interpreting complex dependencies between variables. The features that are well
selected not only optimize the classification accuracy but also reduce the number of required data for achieving an
optimum level of performance of the learning process. Feature selection methods usually include search strategy,
assessment measure, stopping criterion, and validation of the results. Search strategy is a search method used for
producing a subset of candidate features for assessment. An assessment measure is applied for evaluating the quality
of the subset of candidate features. Validation is the study of validity of the selected features with the realworld
datasets. Filter and Wrapper methods are the most important methods of feature selection.

IV. RANDOM FOREST ALGORITHM

It is the basic classifier and it establishes a large number of trees. Random forests is an effective prediction tool widely
used in data mining. It constructs a series of classification trees which will be used to classify a new example. The idea
used to create a classifier model is constructing multiple decision trees, each of which uses a subset of attributes
randomly selected from the whole original set of attributes. Candidate split dimension a dimension along which a split
may be made. Candidate split point one of the first m structure points to arrive in a leaf. Candidate split a combination
of a candidate split dimension and a position along that dimension to split. These are formed by projecting each
candidate split point into each candidate split dimension. Candidate children each candidate split in a leaf induces two
candidate children for that leaf. These are also referred to as the left and right child of that split.

V. TRAINED DATA
The quality, variety, and quantity of your training data determine the success of your machine learning models. The
form and content of the training data often referred to as labeled or human labeled data or ground truth dataset is
designed for to train specific ML models with an end application in perspective.

VI. FRAUDULENT NOTIFICATION

Card issuer may be able to send credit card fraud alert notifications via text message to help you detect unauthorized
charges quickly.

VII. RESULT AND DISCUSSION
The Al-powered smart credit card fraud detection system demonstrated high accuracy in identifying fraudulent
transactions by analyzing patterns in transaction data. Comparing this Al-based system to traditional rule-based fraud

detection methods, it was evident that Al provided significant improvements in accuracy and efficiency.
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Gender vs Fraud Case
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VIII. CONCLUSION

This Project has examined the performance of two kinds of random forest models. A real-life dataset on credit card
transactions is used in our experiment. Although random forest obtains good results on small set data, there are still
some problems such as imbalanced data. Our future work will focus on solving these problems. The algorithm of
random forest itself should be improved. For example, the voting mechanism assumes that each of base classifiers has
equal weight, but some of them may be more important than others. Therefore, we also try to make some improvement
for this algorithm.
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