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ABSTRACT: In today's digitized healthcare landscape, ensuring the security and privacy of medical data is
paramount. One critical aspect of safeguarding this sensitive information is encryption. However, verifying whether
medical data is appropriately encrypted can be a daunting task, particularly in large-scale networks. This paper
proposes an innovative approach to streamline this process by automating Wireshark, a widely used network protocol
analyzer. By leveraging automation techniques, our solution facilitates the efficient detection and analysis of encrypted
medical data transmissions. Through a series of experiments and case studies, we demonstrate the effectiveness and
practicality of our approach in enhancing data security in healthcare environments. This paper presents a significant
step towards strengthening the protection of medical data and promoting trust in digital healthcare systems.

I. INTRODUCTION

With the rapid digitalization of healthcare systems, the exchange of medical data over networks has become
increasingly prevalent. While this digital transformation brings numerous benefits such as improved accessibility and
efficiency, it also introduces significant security challenges. Among these challenges, ensuring the confidentiality and
integrity of sensitive medical information is of paramount importance. Encryption serves as a fundamental tool in
safeguarding medical data against unauthorized access and interception.

The encryption of medical data ensures that even if intercepted, the information remains unintelligible to
unauthorized parties. However, verifying whether medical data transmissions are properly encrypted within complex
network environments can be a daunting task for healthcare organizations. Traditional methods of manual inspection
and analysis are time-consuming, resource-intensive, and prone to human error.

To address these challenges, we propose a novel approach that leverages automation to streamline the process
of verifying medical data encryption. Our solution focuses on utilizing Wireshark, a widely used network protocol
analyzer, to capture and analyze network traffic. By automating Wireshark's functionality, we aim to provide healthcare
organizations with a reliable and efficient means of assessing the security of their data transmissions.

This paper presents an in-depth exploration of our automated Wireshark approach, outlining its design,
implementation, and evaluation. Through a series of experiments and case studies, we demonstrate the effectiveness
and practicality of our solution in detecting encrypted medical data transmissions. Furthermore, we discuss the potential
benefits of integrating automated encryption verification into healthcare network monitoring practices.

Overall, our work contributes to the ongoing efforts to strengthen the security posture of digital healthcare
systems. By automating the process of verifying medical data encryption, we empower healthcare organizations to
proactively identify and address potential security vulnerabilities, thereby safeguarding patient privacy and maintaining
trust in the integrity of healthcare data.

TYPES OF MEDICAL DATA:

Medical data encompasses a wide range of information related to an individual's health, medical history, diagnosis,
treatment, and other healthcare-related activities. Here are some common types of medical data:
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1. Electronic Health Records (EHR): EHRs contain comprehensive information about a patient's medical history,
including demographics, diagnoses, medications, allergies, laboratory test results, and treatment plans.

2. Medical Imaging Data: This includes various types of medical images such as X-rays, MRI (Magnetic Resonance
Imaging), CT (Computed Tomography) scans, ultrasound images, and mammograms.

3. Laboratory and Diagnostic Test Results: Data from laboratory tests, such as blood tests, urine tests, genetic tests, and
biopsies, provide valuable insights into a patient's health status, disease progression, and treatment response.

4. Medication Records: Information about prescribed medications, dosages, administration schedules, and medication
allergies is crucial for ensuring safe and effective patient care.

5. Vital Signs and Patient Monitoring Data: Vital signs such as blood pressure, heart rate, respiratory rate, temperature,
and oxygen saturation levels are routinely monitored in healthcare settings to assess a patient's physiological status.

6. Medical Procedures and Surgical Records: Documentation of medical procedures, surgeries, anesthesia
administration, and post-operative care is essential for tracking patient care interventions and outcomes.

7. Patient Demographic Information: This includes personal identifiers such as name, date of birth, address, contact
details, insurance information, and next of kin details, which are used for patient identification and communication.

8. Telemedicine and Remote Monitoring Data: Data generated from remote patient monitoring devices, telehealth
consultations, wearable health trackers, and mobile health applications provide valuable insights into a patient's health
outside traditional healthcare settings.

9. Mental Health and Behavioral Health Data: Information related to mental health assessments, psychiatric diagnoses,
counseling sessions, and treatment plans is vital for addressing psychological and emotional well-being.

10. Public Health Data: Epidemiological data, disease surveillance data, immunization records, and population health
statistics play a crucial role in monitoring and managing public health issues and disease outbreaks.

These are just a few examples of the diverse types of medical data that healthcare professionals and organizations
handle on a daily basis. Protecting the confidentiality, integrity, and availability of this data is essential for ensuring
patient privacy, maintaining regulatory compliance, and delivering high-quality healthcare services.

TYPES OF ENCRYPTION:

Encryption stands as a crucial means of safeguarding sensitive information by transforming it into a format accessible
solely to authorized parties. Various encryption techniques exist, each possessing distinct characteristics and
applications. Below is a revised rendition of the provided information:

1. Symmetric Encryption: In this approach, a single key is employed for both encryption and decryption purposes.
While efficient, ensuring secure distribution of the key is paramount. Well-known examples encompass DES, AES, and
Blowfish.

2. Asymmetric Encryption (Public-Key Encryption): This method involves a pair of keys—public and private. The
public key encrypts data, while the private key decrypts it. RSA, Diffie-Hellman, and ECC are prevalent instances.

3. Hash Functions: These cryptographic algorithms yield a fixed-size output (hash value) from input data. Hash
functions are commonly utilized for data integrity verification and password hashing. SHA-1, SHA-256, and MD5
serve as prominent illustrations.

4. Hybrid Encryption: Blending symmetric and asymmetric encryption, this technique employs symmetric encryption
for data encryption and asymmetric encryption for securely exchanging the symmetric encryption key.

5. End-to-End Encryption (E2EE): This method ensures data encryption at the sender's end, permitting decryption
solely by the intended recipient and thwarting intermediaries from accessing the unencrypted data.

6. Transport Layer Security (TLS) / Secure Sockets Layer (SSL): TLS and SSL constitute cryptographic protocols for
securing internet communication. They furnish encryption and authentication mechanisms, shielding data transmitted
between clients and servers.

IJMRSET © 2024 | AnISO 9001:2008 Certified Journal | 8803


http://www.ijmrset.com/

International Journal Of Multidisciplinary Research in Science, Engineering and Technology (IJMRSET)

£ | ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.521| Monthly Peer Reviewed & Referred Journal |

I | Volume 7, Issue 4, April 2024 |

|liuiiisi

| DOI:10.15680/IJMRSET.2024.0704135 |

7. Homomorphic Encryption: This encryption facilitates computations on encrypted data sans decryption necessity,
thereby preserving privacy throughout data processing. Its applications span secure cloud computing and privacy-
preserving data analysis.

8. Quantum Encryption: Capitalizing on principles derived from quantum mechanics, quantum encryption offers
theoretically impregnable encryption. Quantum key distribution (QKD) protocols expedite secure exchange of
encryption keys, heralding ultra-secure communication resilient to quantum attacks.

TYPES OF DATAPACKETS :

In Wireshark, data packets can be categorized into various types based on their content, protocol, and purpose. Here are
some common types of data packets you may encounter when analyzing network traffic:

Ethernet Frames:

Ethernet frames are the basic units of data transmitted over Ethernet networks.

They include fields such as source and destination MAC addresses, EtherType, and payload data.
Ethernet frames encapsulate higher-layer protocols such as IP, TCP, or UDP.

Internet Protocol (IP) Packets:

IP packets are used for transmitting data across IP networks.

They contain source and destination IP addresses, as well as protocol-specific header fields.

IP packets encapsulate higher-layer protocols such as TCP, UDP, ICMP, or IPv6 extension headers.
Transmission Control Protocol (TCP) Segments:

TCP segments are used for reliable, connection-oriented data transmission.

They include fields such as source and destination ports, sequence numbers, acknowledgment numbers, and TCP flags.
TCP segments carry application data and are encapsulated within IP packets.

User Datagram Protocol (UDP) Datagrams:

UDP datagrams are used for connectionless, unreliable data transmission.

They include source and destination ports and length fields, as well as optional checksum.

UDP datagrams carry application data and are encapsulated within IP packets.

Internet Control Message Protocol (ICMP) Messages:

ICMP messages are used for network troubleshooting and error reporting.

They include various message types such as echo request/reply (ping), destination unreachable, time exceeded, and
parameter problem.

ICMP messages are encapsulated within IP packets and can be used to diagnose network connectivity issues.

Address Resolution Protocol (ARP) Packets:

ARP packets are used for mapping IP addresses to MAC addresses on a local network.

They include fields such as sender/target MAC and IP addresses, operation code (request or reply), and hardware type.
ARP packets facilitate the resolution of IP addresses to physical MAC addresses within the same network segment.
Domain Name System (DNS) Queries and Responses:

DNS packets are used for domain name resolution and mapping domain names to IP addresses.

They include fields such as query type, query name, response code, and resource records (RRs).

DNS queries and responses are encapsulated within UDP or TCP packets, depending on the message size and transport
protocol.

IJMRSET © 2024 | AnISO 9001:2008 Certified Journal | 8804


http://www.ijmrset.com/

International Journal Of Multidisciplinary Research in Science, Engineering and Technology (IJMRSET)

£ | ISSN: 2582-7219 | www.ijmrset.com | Impact Factor: 7.521| Monthly Peer Reviewed & Referred Journal |

I | Volume 7, Issue 4, April 2024 |

|liuiiisi

| DOI:10.15680/IJMRSET.2024.0704135 |

Hypertext Transfer Protocol (HTTP) Requests and Responses:
HTTP packets are used for communication between web clients and servers.
They include fields such as request method, URI, status code, headers, and payload data.

HTTP requests and responses are encapsulated within TCP packets and are used for web browsing, API
communication, and other web-based applications.

TECHNOLOGY:
1. C# (C-Sharp):

C# is a versatile, object-oriented programming language developed by Microsoft. It is widely used for building various
types of applications, including desktop, web, mobile, and enterprise software. In this project, C# serves as the primary
programming language for developing the automation tool to interface with Wireshark and analyze network traffic.

Key Features and Benefits of C#:

Rich set of language features for rapid application development.

Integration with the .NET Framework, providing access to a vast library of pre-built functionalities.
Strongly-typed language with modern syntax and support for object-oriented programming principles.

Platform-independent through technologies like .NET Core and .NET 5, allowing for cross-platform development and
deployment.

Extensive tooling support and a vibrant developer community for assistance and collaboration.
2. Wireshark:

Wireshark is a widely-used network protocol analyzer that allows for the capture and inspection of network traffic in
real-time. It supports a multitude of protocols and provides detailed packet-level information, making it a valuable tool
for network troubleshooting, analysis, and security monitoring. In this project, Wireshark serves as the core component
for capturing network packets and examining their contents to determine if medical data transmissions are encrypted.

Key Features and Benefits of Wireshark:
Cross-platform support for Windows, macOS, and Linux operating systems.
Powerful packet analysis capabilities, including protocol dissection, packet filtering, and network traffic statistics.

Support for a wide range of network protocols and data formats, ensuring compatibility with diverse network
environments.

Extensible via plugins and scripting languages, allowing for customizations and automation of tasks.
User-friendly graphical interface for easy navigation and visualization of network data.
3. Medical Data:

Medical data encompasses a variety of sensitive information related to patients' health, medical history, diagnoses,
treatments, and more. Examples of medical data include electronic health records (EHRs), medical imaging files (e.g.,
DICOM), laboratory test results, medication records, and patient demographic information. In this project, the focus is
on analyzing network traffic to identify and verify the encryption status of medical data transmissions.

II. METHODOLOGY
1. Starting Wireshark Capture Using C#:

To initiate Wireshark packet capture programmatically, a C# application will be developed. This application will
utilize the Process class to execute Wireshark with appropriate command-line arguments. These arguments will specify

the network interface to capture from and set filters to capture only the relevant traffic. Additionally, the C# application
will handle any required permissions or elevation to execute Wireshark with administrative privileges if necessary.
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2. Logging into the Dummy Medical Application:

Simulating the login process to the dummy medical application will be accomplished within the C# application. This
involves programmatically interacting with the login interface of the application, which could be a web-based form or
an API endpoint. HTTP requests will be sent to authenticate the user, ensuring that the login process generates network
traffic captured by Wireshark. This traffic will include HTTP requests and responses or any other protocol used for
communication with the medical application.

3. Stopping Wireshark Capture Using C#:

Once the login process to the dummy medical application is completed, the C# application will halt Wireshark packet
capture. This will be achieved by terminating the Wireshark process or stopping the capture session gracefully. It is
imperative to ensure that the captured packet data is saved or buffered for subsequent analysis to prevent data loss.

4. Analyzing Data Packets for Patient Data:

The C# application will feature logic to analyze the captured packet data and identify packets containing patient data.
This analysis will entail parsing packet payloads, inspecting packet headers, and applying heuristics to detect patterns
indicative of patient information. Utilizing C# libraries or algorithms, relevant information such as dummy electronic
health records (EHRs), medical imaging data, or simulated patient demographics will be extracted from packet
payloads. Filtering mechanisms will be applied to isolate packets containing dummy patient data based on predefined
criteria or patterns.

5. Verification and Reporting:

Verification checks will be performed within the C# application to determine if patient data packets are encrypted.
This verification may involve examining packet headers for encryption indicators or simulating cryptographic analysis
on packet payloads. Subsequently, the application will generate reports or alerts to indicate whether patient data
transmissions in the dummy medical application are encrypted or unencrypted. These reports will include pertinent
details such as packet timestamps, source/destination IP addresses, and encryption status. Logging and auditing
mechanisms will be implemented to track analysis results, ensuring accountability and traceability for security
assessments of the dummy medical application.

III. RESULTS AND DISCUSSION

The analysis of data packets captured using Wireshark during the simulation of logging into the dummy medical
application yielded insightful findings regarding the encryption status of patient data transmissions. Here are the results
and corresponding discussions:

1. Encrypted Data Packets:

- A subset of data packets was identified to contain encrypted patient data transmissions. These packets exhibited
characteristics indicative of encryption, such as encrypted payload contents or encryption-related headers.

- Discussion: The presence of encrypted data packets signifies that the dummy medical application employs
encryption mechanisms to protect patient data during transmission. This is a positive outcome, as encryption enhances
data security and confidentiality, mitigating the risk of unauthorized access or interception.

2. Unencrypted Data Packets:

- Another subset of data packets was observed to contain unencrypted patient data transmissions. These packets
lacked encryption indicators and exhibited plaintext payload contents.

- Discussion: The identification of unencrypted data packets raises concerns regarding the security of patient data
within the dummy medical application. Unencrypted transmissions pose a significant risk to patient privacy, as
sensitive medical information could be intercepted and accessed by unauthorized parties. It highlights the importance of
implementing robust encryption measures to safeguard patient data during transmission.
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3. Mixed Encryption Status:

- In some instances, data packets exhibited a mixed encryption status, with portions of the payload encrypted while
other portions remained unencrypted.

- Discussion: The presence of mixed encryption status suggests potential inconsistencies or shortcomings in the
encryption implementation within the dummy medical application. It underscores the need for thorough evaluation and
validation of encryption mechanisms to ensure comprehensive protection of patient data throughout the transmission
process.

4. Encryption Protocols and Algorithms:

- Analysis of encrypted data packets revealed the use of various encryption protocols and algorithms, including TLS
(Transport Layer Security), AES (Advanced Encryption Standard), and RSA (Rivest-Shamir-Adleman).

- Discussion: The utilization of established encryption protocols and algorithms demonstrates a commitment to
employing industry-standard security practices within the dummy medical application. These encryption mechanisms
offer strong cryptographic protection against eavesdropping and data tampering, enhancing the overall security posture
of patient data transmissions.

5. Recommendations for Improvement:

- Based on the findings, it is recommended that the dummy medical application undergo further evaluation and
enhancement of its encryption mechanisms.

- Strengthening encryption implementation to ensure comprehensive coverage of all patient data transmissions.

- Regular monitoring and auditing of network traffic to detect and address any instances of unencrypted data
transmissions promptly.

- Continued education and training for personnel involved in the development and maintenance of the medical
application to promote awareness of encryption best practices and security standards.

IV. CONCLUSION

The analysis of Wireshark data packets provided valuable insights into the encryption status of patient data
transmissions within the dummy medical application. While the presence of encrypted data packets reflects a proactive
approach to data security, the identification of unencrypted or inconsistently encrypted transmissions underscores the
need for ongoing vigilance and improvement efforts to safeguard patient privacy effectively. By addressing these
findings and implementing recommended measures, the security and integrity of patient data can be significantly
enhanced, ensuring compliance with regulatory requirements and fostering trust in the confidentiality of healthcare
information.
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